









A Study on the electromagnetic noise immunity of functional safety equipment and 
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第２章 PLC の基本構成と安全関連技術・規格 
PLC の基本構成と、安全関連国際規格で規定されている技術要求仕様を示
した上で、安全関連 E/E/PES の危険側故障要因の大半が CCF であることを示
し、CCF の大きな部分を占めるものが電磁ノイズであることを明らかにする。 



























（1）PLC: Programmable Logic Controller <JIS B 3501:2004(11), (12)> 
論理制御をプログラムによって行うコントローラである。1960 年代、
米国 General Motors 社の要請によって、リレー制御の代替装置として開
発された。 
（2）安全 PLC: a Functional Safety PLC/FS-PLC 
定義：機能安全の国際規格 IEC 61508 などに基づいて第三者の安全認証を
得た PLC を、安全 PLC または FS-PLC として表記する。 
解説：機能安全（Functional Safety）は、IEC 61508-4:2010 で次のように定
義されている。 
E/E/PE 安全関連システムの正常な機能とその他のリスク軽減手段




設備（EUC: Equipment Under Control）の安全度を担保するために、
保守なども含めた「安全の機能」全般について規定している。 









属書 D で、定量化の方法について詳しく記載されている。ISO 
13849-1:2006 では、附属書 F 表 F.1 で CCF への対策方法が点数化さ
れており、カテゴリ 2、3、4 の SRP/CS の場合、65 点以上でなけれ
ば追加対策が求められる。 
（4）SIL: Safety Integrity Level/安全度水準 <JIS C 0508-4:2012(15),(4)> 
安全度の値の範囲に対応する離散的水準（4 水準のうちの一つ）。安全
度水準 4 は最高の安全度水準であり、1 は最低である。 
注記 1 四つの安全度水準に関わる目標機能失敗尺度（3.5.17 参照）は， 
IEC 61508-1 の表 2 及び表 3 に規定している。 
注記 2 安全度水準は、E/E/PE 安全関連系に割り当てられた安全機能の 
安全要求事項を規定するために用いる。 
注記 3 安全度水準（SIL）は、システム，サブシステム，要素又はコン 
ポーネントの特性ではない。“SIL n 安全関連系”（ここで，n は 1， 
2，3 又は 4）という表現の正しい解釈は，その系が n までの安全 
度水準をもつ安全機能に潜在的に対応できるということである。 
（5）PL: Performance Level/パフォーマンスレベル <JIS B 9705-1:2011(13), (14)> 
定義：安全関連部が安全機能を遂行する能力を表す。 











ISO 13849-1 付属書 C では、条件を満たせば機械部品および油圧部
品は MTTFd=150 年と見積もることができる。空気圧機器および押
しボタンやリレー、マグネットコンタクタなど、動作回数に従った
機械的寿命を持つ電気部品では、B10d 値は ISO 13849-1 付属書 C の
要求事項を満たしているのであれば、附属書 C の表 C.1 を用いるか、
各機器メーカから B10d 値を取り寄せる。なお、トランジスタや





（7）MTTFd: expectation of the Mean Time To dangerous Failure/危険側故障に 








なお、半導体などの MTTFd 値については、ISO 13849-1:2006 付属書
C の表 C.2～表 C.7 を参照するか、SN29500や MIL-HDBK-217Fなど、
第三者認証機関に認められた故障率データベースを引用する。安全
PLC など、第三者機関に認証された安全システム機器の場合は、各
機器メーカに MTTFd 値を確認する。 
（8）PFHd: Probability of dangerous Failure per Hour/1 時間当たりの危険側故障 
確率 <JIS B 9705-1:2011(13), (14)> 
定義：安全制御システムが危険側故障を起こす 1 時間当たりの平均確率。 
解説：この指標は、ISO 13849-1:20006 では明確に表現されていない。しか
し、同 4.2.2 表 3 および附属書 K 表 K.1 で表記されている probability 
of a dangerous failure per hour の数値は、IEC 61508 の PFH および IEC 
62061 の PFHd と同一である。安全制御システムの PL は、各構成機
器の PFHd 値の合計値を求めることでも算出できる。 
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ある。1960 年代、米国 General Motors 社の要請によって、リレー制御の代替
装置として開発された。日本では、1970 年代から産業機械の制御に使用され



































K11 LD (Ladder Diagram)








































































Source: IHI Transport Machinery Co.,Ltd
http://www.iuk.co.jp/
鉄鋼プラント
Source: CHIBA museum of science and industry
http://www.chiba-muse.or.jp/SCIENCE/16jfe/about.html
 
正転 PB 逆転指令 非常停止 正転指令 
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b. PLC による制御は、生産や流通の改善に直結する。 






IEC（International Electro technical Commission）によって標準化が図られてい
る。特に、本研究に関係する PLC の標準規格は以下のとおりである。 
1) PLC 標準技術・安全規格 
IEC 61131-1
(2) Programmable controllers - Part 1: General information 
IEC 61131-2
(3) Programmable controllers - Part 2: Equipment requirements and 
tests 
IEC 61131-3
(4) Programmable controllers - Part 3: Programming languages 
IEC 61131-4
(5) Programmable controllers - Part 4: User guidelines 
IEC 61131-6
(6) Programmable controllers - Part 6: Functional safety 
IEC 61010-2-201
(7) Safety requirements for electrical equipment for measurement, 
control and laboratory use - Part 2-201: Particular requirements 





IEC 61508-1～7(8)~(14) Functional safety of electrical/electronic/programmable 
electronic safety-related systems 
IEC 62061
(15) Safety of machinery - Functional safety of safety-related electrical, 
electronic and programmable electronic control systems 
3) 機械安全規格 
ISO 13849-1
(16) Safety of machinery - Safety-related parts of control systems - 
Part 1: General principles for design 
ISO 13849-2
(17)
 Safety of machinery - Safety-related parts of control systems - 





























































・SIL (Safety Integrity Level:安全性の整合レベル) 
・PL (Performance Level:安全機能の実行能力レベル) 
・MTTFd (Mean Time To dangerous Failure:危険側故障に至る平均時間) 
・B10d (10％のサンプルが危険側故障に至るまでに要した操作回数)  
など、安全度を示す数値を明らかにする必要がある。また、 EMC 
（Electromagnetic Compatibility:電磁両立性）についても、耐ノイズに関しては
機器の通常規格値に対し 1.5～2 倍ほどの要求がなされている（IEC 62061 
Annex E/JIS B 9961 附属書 E）。 
 
 







































O + E-Sub E-Sub
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O-Sub E-Sub・・・・・
O-Sys OE-Sys E-Sys・・・・・ ・・・・・











2.5 EC指令と CEマーキング(18) 
多くの機械や設備は、欧州へ輸出する際に CE マーキングが必要である。
また、その補用品として電気機器を欧州へ輸出する際も、CE マーキングが必







2) EMC 指令(2014/30/EU(20)) 
電磁波での誤動作による危害を防止するための安全規制である。電気機器
のみならず、生産機械や設備などを含め、電気を使用するほとんどの商品に















1) ISO 13849 と IEC 62061 
従来、安全関連系の制御がハードワイヤードで組まれている機械や設備は
ISO 13849:1999 による機械安全への対応、安全 PLC などソフトウェアで組ま
れている機械や設備は IEC 61508:1998 や IEC 61511:2003 による機能安全への












表 2.1 ISO 13849 と IEC 62061 が対象とする安全技術 
 


























4 10-9以上10-8未満 10-5以上10-4未満 － － － 100,000～10,000
3 10-8以上10-7未満 10-4以上10-3未満 4相当 e 10-8以上10-7未満 10,000～1,000
2 10-7以上10-6未満 10-3以上10-2未満 3相当 d 10-7以上10-6未満 １,000～100
1 10-6以上10-5未満 10-2以上10-1未満 2相当 c 10-6以上3×10-6未満 100～30
1相当 b 3×10-6以上10-5未満 30～10
－ － － B相当 a 10-5以上10-4未満 10～1
PFD: Probability of Failure on Demand (プロセス系のみ[機械系にはない])



































































































きた技術者の目から見れば当たり前のことであり、特に ISO 9001 シリーズに
従った仕組みや文書管理ができていれば、3) や 4) のような機能安全要求に
対応する壁は高くない。 






















































ム（SRECS :Safety Related Electrical Control System）という定義を行っている。
これは、 ISO 13849-1:2006 の、制御システムにおける安全関連部




















































（ISO 13849-1:2006）で示される PL や、機能安全規格（IEC 61508:2010）で
示される SIL の導出における冗長、多重防護ハードウェアの危険側故障確率






安全関連系ハードウェアの単位時間当たりの故障確率 λ [FIT（Failure In 
Time）：failures×10-9/h）] (MIL-HDBK-217F, 1991) は、通常の機器と同様に個々
の部品故障確率がベースになっている。安全制御用 PLC など、冗長化された
安全関連 E/E/PES の 1 時間当たり危険側故障確率は、IEC 61508-6:2010 で以下
のように示されている。 
 
IEC 61508-6:2010 B.3.3.2.2 項   1oo2 
PFHG=2((1-βD)λDD + (1-β)λDU)(1-β)λDUtCE +βλDU [FIT]    （1） 
 
IEC 61508-6:2010 B.3.3.2.5 項   2oo3 
PFHG=6((1-βD)λDD + (1-β)λDU)(1-β)λDUtCE + βλDU [FIT]    （2） 
 
（注 1）1oo2 : 2 重系（1 つの故障で非安全と判断） 
（注 2）2oo3 : 3 重系（2 つの故障で非安全と判断） 
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（注 3）PFHG : 平均危険側故障確率 [FIT] 
（注 4）λDD : 検出できる危険側故障確率 [FIT] 
（注 5）λDU : 検出できない危険側故障確率 [FIT] 
（注 6）β : 共通原因故障率（2,10,20%から選択） 
（注 7）βD : 検出できる共通原因故障率（1,5,10%から選択） 












tCE+βλDU [FIT]      （3） 




tCE+βλDU [FIT]      （4） 
右辺第 1 項 右辺第 2 項 
 
（注 9）PFHd：検出できない平均危険側故障確率 [FIT] 
 
また、表 2.2 に示す 256 点の入出力を持つ富士電機製 PLC システム 2 セッ
ト（1oo2）のハードウェア故障確率を式（3）に代入し、故障モジュールの交
換：平均修復時間（tCE）を 1 時間と仮定すると、以下の通りになる。なお、
ここで tCE を 1 時間と仮定したのは、平均的な PLC ユーザ（機械ユーザ）は、
PLC 故障時の対策として交換用の PLC を所持しており、サービスマンの到着















 [FIT]     （3.1） 
 
（注 10）β=2%：ISO 13849-1:2006 Annex F.1 
（注 11）λDU=2,000×(1-0.5)=1,000 [FIT] 
（注 12）λDU=λ×(1-SFF)：IEC 61508-4:2010 3.6.15 
（注 13）SFF=50%：IEC 61508-2:2010 Table 3, Hardware fault tolerance=1, SIL1
の場合 
（注 14）λ≒1,000×10-9×2 ･･･表 1 
=2,000×10
-9･･･2 セット分 
（注 15）SFF：Safe Failure Fraction（安全側故障割合） 
（注 16）SFF=(λ-λDU)/ λ：IEC 61508-4:2010 3.6.15 
（注 17）λ=λS+λDD+λDU：IEC 61508-4:2010 3.6.15 
 
このように、実際の PLC の故障確率を当てはめると、安全関連 E/E/PES に
おける式（3）の右辺第 1 項は右辺第 2 項に比べて 1/10,000 程度、式（4）の
20 
 















究から、検出できない危険側故障：PFHd の大部分が CCF であり、かつ、CCF
の主要因が EMC であることを示した。PLC の EMC 対策には電磁気基礎理論
の習得と経験に裏打ちされたノウハウが必須となり、第三者の安全認証を受



























108.6×10-9 1 108.6×10-9 
Base board 
 
















Tr sink output 
32 points 
77.8×10-9 4 311.0×10-9 
*Source of the components λ  
in each modules: MIL-HDBK-217F 









表 2.3 CCF を防止するための要求事項（ISO 13849-1:2006 Table F.1） 
 
No. Measure against CCF 
Score 
(✔: related to EMC) 
1 Separation/ Segregation 
 
Physical separation between signal paths: 
separation in wiring/piping, 




Different technologies/design or physical principles are used, for example: 
     first channel programmable electronic and second channel hardwired, 
     kind of initiation, 
     pressure and temperature, 
Measuring of distance and pressure, 
     digital and analog. 
Components of different manufactures. 
20 
3 Design/application/experience 
3.1 Protection against over-voltage, over-pressure, over-current, etc. 15  
3.2 Components used are well-tried. 5  
4 Assessment/analysis 
 
Are the results of a failure mode and effect analysis taken into account to 




Have designers/ maintainers been trained to understand the causes and 




Prevention of contamination and electromagnetic compatibility (EMC) against 
CCF in accordance with appropriate standards. 
Fluidic systems: filtration of the pressure medium, prevention of dirt intake, 
drainage of compressed air, e.g. in compliance with the component 
manufacturers' requirements concerning purity of the pressure medium. 
Electric systems: Has the system been checked for electromagnetic immunity, 
e.g. as specified in relevant standards against CCF? 




Have the requirements for immunity to all relevant environmental influences 
such as, temperature, shock, vibration, humidity (e.g. as specified in relevant 





Total score Measures for avoiding CCFa 
65 or better Meets the requirements 
Less than 65 Process failed ⇒ choose additional measures 






（1）戸枝 毅 他著, 「Introduction of the Sequential control work」技能評価シス
テム移転促進事業 (2012), 中央職業能力開発協会 
（2）IEC 61131-1:2003 Programmable controllers - Part 1: General information  
International Electrotechnical Commission 
（3）IEC 61131-2:2007 Programmable controllers - Part 2: Equipment requirements 
and tests 
International Electrotechnical Commission 
（4）IEC 61131-3:2013 Programmable controllers - Part 3: Programming languages 
International Electrotechnical Commission 
（5）IEC 61131-4:2004 Programmable controllers - Part 4: User guidelines 
International Electrotechnical Commission 
（6）IEC 61131-6:2012 Programmable controllers - Part 6: Functional safety 
International Electrotechnical Commission 
（7）IEC 61010-2-201:2013 Safety requirements for electrical equipment for 
measurement, control and laboratory use - Part 2-201: Particular requirements 
for control equipment 
International Electrotechnical Commission 
（8）IEC 61508-1:2010 Functional safety of Electrical/Electronic/Programmable 
Electronic safety-related systems – Part 1 General requirements 
International Electrotechnical Commission 
（9）IEC 61508-2:2010 Functional safety of Electrical/Electronic/Programmable 
Electronic safety-related systems – Part 2 Requirements for 
Electrical/Electronic/Programmable Electronic safety-related systems 
International Electrotechnical Commission 
（10）IEC 61508-3: 2010 Functional safety of Electrical/Electronic/Programmable 
Electronic safety-related systems – Part 3 Software requirements 
International Electrotechnical Commission 
（11）IEC 61508-4:2010 Functional safety of Electrical/Electronic/Programmable 
Electronic safety-related systems – Part 4 Definitions and abbreviations 
International Electrotechnical Commission 
（12）IEC 61508-5:2010 Functional safety of Electrical/Electronic/Programmable 
Electronic safety-related systems – Part 5 Examples of methods for the 
determination of safety integrity levels 
International Electrotechnical Commission 
（13）IEC 61508-6:2010 Functional safety of Electrical/Electronic/Programmable 
Electronic safety-related systems – Part 6 Guidelines on the application of IEC 
61508-2 and IEC 61508-3 
International Electrotechnical Commission 
23 
 
（14）IEC 61508-7:2010 Functional safety of Electrical/Electronic/Programmable 
Electronic safety-related systems – Part 7 Overview of techniques and measures 
International Electrotechnical Commission 
（15）IEC 62061:2015 Safety of machinery - Functional safety of safety-related 
electrical, electronic and programmable electronic control systems 
International Electrotechnical Commission 
（16）ISO 13849-1:2015 Safety of machinery - Safety-related parts of control 
systems - Part 1: General principles for design 
International Organization for Standardization 
（17）ISO 13849-2:2012 Safety of machinery - Safety-related parts of control 
systems - Part 2: Validation 
International Organization for Standardization 
（18）戸枝 毅 「生産機械や設備における機械安全・機能安全への取り組み」, 
計測技術 vol.37 No.11, pp26-30, 編者：計測技術編集委員会， 
日本工業出版（株）(2009) 
（19）2014/35/EU  EU Directive of electrical equipment designed for use within 
certain voltage limits. （低電圧指令） 
Official Journal of the European Union 
（20）2014/30/EU  EU Directive relating to electromagnetic compatibility. 
（EMC 指令） 
Official Journal of the European Union 
（21）2006/42/EC  EU Directive on machinery, and amending Directive 95/16/EC 
（機械指令） 
























3.1 各世代 PLCの特徴 
富士電機における 4 世代に渡る PLC の特徴を以下に示す（図 3.1）。電磁ノ



















図 3.1 富士電機 PLC の歴史と市場・技術動向 










大量生産 ／ 多品種中・小量生産 ／ 多品種変量生産 ／適種適量生産
自動化 ／ FMS ／ FA・CIM ／ SCM ／ CPS
論理IC ／ 汎用マイコン・ASIC ／ RISCマイコン ／ SoC ／ 超分散
ニーモニック ／ ラダー ／ SFC・IEC 61131-3 ／XML, UML
リモートI/O ／CPU間リンク／ オープンネット ／ ETHERNET ／IoT・M2M
Fujilog
























(at the time) 
Before 1st. Fujilog mini 1982 24.000 
First compact size PLC 
which use a 
microcomputer. 
1st. 
MICREX-F 1985 1.000 




MICREX-FⅡ 1989 0.800 
Model change-over the 
MICREX-F series. 
2nd. 
FLEX-PC 1990 0.160 
New generation PLC 
which use high speed 
internal clock.  
MICREX-FⅢ 1993 0.125 
Model change-over the 
MICREX-FⅡ series. 
MICREX-FⅢC 1995 0.125 
Compact size PLC of 
MICREX-FⅢ capability. 
3rd. MICREX-SX 1998 0.020 
World fastest PLC which 







る EMC 対策の基本を示す(1), (2)。 
 
V=I・R ：オームの法則      （5） 
（注 18）V：電圧（V）、I：電流（A）、R：抵抗（Ω） 
 
I=ΣIn  ：キルヒホッフの法則     （6） 
（注 19）I：回路網総電流（A）、ΣIn：回路網分電流の総和（A） 
 

















/dt)・Z       （5.1） 
 
ここで、P 板の浮遊容量 C: 50pF、外部ノイズ電圧 dVN1: 1kV、ノイズ電圧の
立ち上がり時間 dt: 1ns（500MHz 時の電圧最大振幅時間に相当）、P 板の自己
















（一辺 100mm 程度の P 板対辺間に相当）で、式（7.1）に示す通り 50A/ns に
も達する。実際には、方形波ノイズを印加する端子台や P 板インピーダンス
などによる減衰があるため、オシロスコープによる測定値は、2kV の方形波










∴dI=50[A]        （7.1） 
 































させた。これらの対策は劇的な効果を生み、EMS と EMI は一気に向上した（図

































   GND_Z@10MHz：0.683Ω    GND_Z@10MHz：0.379Ω    GND_Z@10MHz：0.308Ω
   GNDｲﾝﾋﾟｰﾀﾞﾝｽの比：1    GNDｲﾝﾋﾟｰﾀﾞﾝｽの比：0.55    GNDｲﾝﾋﾟｰﾀﾞﾝｽの比：0.45
 伝送異常レベル実測：400V    伝送異常レベル実測：800V  伝送異常レベル実測　：1,000V











また、高速で動作する LSI（Large Scale Integrated circuit）には、PLL（Phase 








図 3.5 PLL のノイズ対策 
 




源・GND および信号線を極力近接させて M で強固に結束し、電磁界の影響
を受けにくくすることが、根治療法となる（図 3.6）。 
※キーポイント 
・電源, GND のベタ率に着目する。 
・信号線は電源, GND と近接させる。 





















図 3.6 電磁ノイズ対策のまとめ 
 















































































Multi CPU  


















・ノイズ電流の大半は、電源, GND を流れる。 
・電源, GND のベタ率に着目する。 
・信号線は電源, GND と近接させる。 
・多層 P 板のレイヤー構成にも気を使う。 
・P 板レイアウトで EMC 性能は決まる。 
・多くの EMC 対策部品はレイアウトを乱す。 




























































図 3.10 プリント基板レイアウトノウハウまとめ 
 
3.4 電磁ノイズ対策の結果 
表 3.2 に、富士電機製各世代 PLC の特徴と電磁ノイズ耐量を示す。各世代
















































(at the time) 
Before 1st. Fujilog mini 1982 24.000 800 
First compact size 
PLC which use a 
microcomputer. 
1st. 
MICREX-F 1985 1.000 1,100 










FLEX-PC 1990 0.160 1,400 
New generation PLC 
which use high speed 
internal clock.  




MICREX-FⅢC 1995 0.125 1,700 
Compact size PLC of 
MICREX-FⅢ 
capability. 
3rd. MICREX-SX 1998 0.020 2,200 
World fastest PLC 














































Impulse height : 0～2,000V±10%
Polarity : Plus and minus
Zo : 50Ω
Repetition cycle : 16ms±10%
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国際安全規格では、電気制御システムに対する EMC（Electro Magnetic 
Compatibility:電磁両立性）の要求仕様が数多く規定されている。本研究の基
となっている PLC についても、IEC 61131-2(1) Equipment requirements and tests, 
JIS B 3502（
2）装置への要求事項及び試験 および IEC 61131-6(3) Functional 










に、IEC（International Electro technical Commission）によって標準化が図られ
ている。特に、本研究に関係する PLC の電磁ノイズ耐量については、その使
用環境も含めて IEC 61131-2:2007(1) でされている。図 4.1 に、PLC を使用す























図 4.1 EMC 環境 
 














また、機能安全 PLC（IEC 61131-6）として要求される FTB 電磁ノイズ耐量








図 4.2 FTB 電磁ノイズ試験波形 
 





IEC 61131-2 IEC 61131-6 
Basic standard IEC 61000-4-4 IEC 61000-4-4 




a.c. I/O and a.c. 
rated relay 
(unshielded) 
2 kV 3 kV 
Analog or d.c. I/O 











All shielded lines 
(to earth) 
1 kV 2 kV 
a.c. power 2 kV 3 kV 
d.c. power 2 kV 3 kV 
I/O power and 
Auxiliary 
power output  
a.c. I/O and 
a.c. auxiliary power 
2 kV 3 kV 
d.c. I/O and 
d.c. auxiliary power 





過去 4 世代の富士電機製 PLC の市場におけるハードウェアクレームの解析
記録を集計し、分析した結果を表 4.2 に示す。ほぼ 30 年間の出荷総数は、約
160 万台であり、部品故障の割合が高くなっているのは、30 年前の前世代 PLC
が押し上げているためである。 
 




















が確かめられた。なお、表 4.3 における世代はそれぞれ、前世代：1982 年、






表 4.3 方形波電磁ノイズ耐量と電磁ノイズを要因とする市場返却率 
 
4.5 電磁ノイズ耐量と故障率との相関式 




を示す計算式（8）である。ここで Y を故障率としたのは、表 4.3 に示す返却
品が顧客の現場で不具合を起こしたものであり、電磁ノイズによる一過性の
誤動作とはせずに、富士電機製 PLC の故障と見なしているためである。 
 
Y=4.69×105e-0.0051X  [ppm] （R2=0.9256）    （8） 
（注 18）e：自然対数の底 
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安全度の指標である SIL は、機能安全の基本規格である IEC 61508 で初め
て規定された。基本的には、ハードウェア、ソフトェア（＋ヒューマンウェ




図 5.1 安全関連 E/E/PES 要求仕様の概要 
 
ここで、本研究で特に着目したのがハードウェア SIL を算出するための計
算式であり、PFHd の値、自己診断率および E/E/PE の構成によって割り当て
が可能な SIL が決定される（図 5.2）。 


















PFH: Probability of dangerous Failure per Hour
（1時間あたりの危険側故障確率）
























tCE+βλDU     式（4）再掲 
 
ここで、富士電機製 PLC の電磁ノイズによる誤動作が原因と推定される返
却品の研究から得られた式（5）は、安全関連 E/E/PES の全体故障率 λ に、電
磁ノイズによる故障の影響を新たに加える必要があることを示している。 
なぜなら、 
・安全関連 E/E/PES の全体故障率 λ は、安全関連 E/E/PES を構成する個々の
電子部品故障率 λp の合計値である。 
・電子部品故障率算出の基準である MIL-HDBK-217F(2) で規定された個別部品
の故障率 λp 導出において、電磁ノイズによる故障ファクタは導入されていな
い。例として、IC（Integrated Circuit）の λp 計算式を、式（9）に示す。 
 
























4 10-9以上10-8未満 10-5以上10-4未満 － － － 100,000～10,000
3 10-8以上10-7未満 10-4以上10-3未満 4相当 e 10-8以上10-7未満 10,000～1,000
2 10-7以上10-6未満 10-3以上10-2未満 3相当 d 10-7以上10-6未満 １,000～100
1 10-6以上10-5未満 10-2以上10-1未満 2相当 c 10-6以上3×10-6未満 100～30
1相当 b 3×10-6以上10-5未満 30～10
－ － － B相当 A 10-5以上10-4未満 10～1
✔ EN/ISO 13849-1が2006年版でSIL相当のPLに定量化
PFD: Probability of Failure on Demand プロセス系のみ（機械系にはない）







































 tCE +β(λDU+λ×Y) [FIT]   （11） 
ここで、Y=4.69×105e-0.0051X  [ppm]、X=方形波ノイズ耐量 [V]  式（5）再掲 
 




式（10）に、I/O256 点 1oo2 構成 PLC システムの λDU≒1,000 [FIT]、λ≒2,000 
[FIT]、tCE=1 [h]、 ISO 13849-1:2006 Annex F F1 Note で規定されている β ファ
クタ値 2%を組合せ、電磁ノイズ耐量を加えた PFHd の値を計算した結果と、
対応する SIL レベルの一覧を表 5.1 に示す。この検証で、電磁ノイズ耐量





が機能安全 E/E/PES に与える影響と対策については、英国工学技術学会（IET: 









表 5.1 電磁ノイズ耐量を加えた PFHd 値と SIL 割当 
 
5.4 本章のまとめ 
 機能安全規格と安全関連 E/E/PES ハードウェアとをつなぐ故障率の考え方
と、対応するハードウェア SIL の要求＝PFHd 仕様値を示した。そこへ、前章
で導出した電磁ノイズによる安全関連 E/E/PES の故障率を代入して検証した
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機能安全規格 IEC 61508:2010 の危険側故障確率導出において、富士電機製
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Electrical/Electronic/Programmable Electronic System (abbreviated as “E/E/PES” 
hereafter) represented by Programmable Logic Controller (abbreviated as “PLC” hereafter) 
conducts most of industrial automatic controls. PLC conforms to international safety 
standards, which are certified by the third party, and has been used for more safety controls. 
However, there has been no example of quantitatively conducted research and report on 
failures of safety-related E/E/PES resulting from electromagnetic noise. We have researched 
and considered a correlation between electromagnetic noise immunity of safety-related 
E/E/PES and failures resulting from electromagnetic noise on the basis of our development, 
test, and quality assurance results for four generations. The results are reported below. 
1) We revealed that most of the dangerous side failure factors of safety-related E/E/PES were 
Common Cause Failure (abbreviated as “CCF” hereafter) and most of CCF resulted from 
electromagnetic noise. 
2) We analyzed the PLC return ratio in the field and then verified the correlation between 
electromagnetic noise immunity and PLC return ratio to derive a unique formula. 
3) We devised a new formula indicating that safety of safety-related E/E/PES improves when 
electromagnetic noise immunity is enhanced. Furthermore, we verified the formula to reveal 
the correlation between electromagnetic noise immunity of safety-related E/E/PES and safety 
level of functional safety standards. 
 
Keywords:  
Functional safety; Safety of machinery; Common cause failure; Impulse noise immunity; 
















The above abstract summarizes 1) Methods, 2) Results, and 3) Discussion of the present 
study, which have been obtained on the basis of the development, test, and quality assurance 
results for four generations of PLCs manufactured by Fuji Electric Co., Ltd. (abbreviated as 
Fuji hereafter) shown below. 
·Former generation: In 1982, Fuji released the first PLC with a mold case and 
microcomputer. Many failures occurred due to electromagnetic noise. Repair of the returned 
products required much labor. 
·First generation: In 1985, Fuji released the first PLC with integrated circuits dedicated to 
instruction execution and communication control. Although measures against 
electromagnetic noise had been taken, the insufficient electromagnetic noise immunity of the 
initial product required internal modification many times. 
·Second generation: In 1990, Fuji released the most high-speed PLC in the electrical 
machinery industry of the day with an internal clock that had been drastically speeded up. As 
a result of development aiming to enhance the electromagnetic noise immunity, the PLC 
return rate due to electromagnetic noise was reduced by half compared with the former 
generation. We intermittently continued taking measures against electromagnetic noise 
according to the result. 
·Third generation:  In 1998, Fuji released a PLC that was developed aiming at the largest 
noise immunity in the world after reviewing the basics of electromagnetism. Established 
electromagnetic noise measure techniques drastically reduced the PLC return rate due to 
electromagnetic noise.  
Methods 
Current problem with CCF 
The possibility of hardware failure that shows the reliability of a safety-related E/E/PES is 
an important indicator to guarantee the productivity and safety of the production system. In 
particular, the probability of dangerous failure of redundant and multiple protective hardware 
derived from the Performance Level (abbreviated as PL hereafter) provided in Safety of 
machinery (ISO 13849-1, 2006) and Safety Integrity Level (abbreviated as SIL hereafter) 
provided in Functional Safety (IEC 61508, 2010) can be determined by, for example, the 
formula in IEC 61508:2010 for calculating Probability of dangerous Failure per Hour / 
Probability of Failure on Demand (abbreviated as PFH/PFD hereafter). However, with respect 
to CCF that occupies the largest part of PFH/PFD values, even safety-related engineers have 
only been discussing qualitative measures such as electrical and physical separation, and 
diversity of the principle and algorithm.  
 
CCF and electromagnetic noise 
The present study has clarified the fact that most of the dangerous failure possibility of 
safety-related E/E/PESs is CCF that causes a simultaneous system failure to multiple 
channels such as a redundant system, and electromagnetic noise occupies a large part of the 
factors. Moreover, we have suggested the importance of the basic technique of 
electromagnetic noise measures and front loading (sufficiently enhancing the quality at the 
design stage), deriving a formula showing that high electromagnetic noise immunity is directly 
connected to reduction of the PLC return rate due to noise on the basis of the field data. With 
respect to PFH formula, we have devised a new formula reflecting the effects of 
electromagnetic noise immunity, verifying and considering electromagnetic noise immunity 
required for safety-related E/E/PESs based on the formula. 
 
PFHD 
The failure probability per unit time of safety-related hardware λ [FIT (Failure In Time: 
failures×10
-9
/h)] (MIL-HDBK-217F, 1991) is based on the failure probability of individual 
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components in the same way as ordinary devices. IEC 61508-6:2010 shows the probability of 
dangerous failure per hour of redundant safety-related E/E/PESs such as a safety control 
PLC as follows.  
 
IEC 61508-6:2010 B.3.3.2.2  1oo2 
PFHG=2((1-βD)λDD+(1-β)λDU)(1-β)λDUtCE+βλDU   [FIT]    (1) 
 
IEC 61508-6:2010 B.3.3.2.5  2oo3 
PFHG=6((1-βD)λDD+(1-β)λDU)(1-β)λDUtCE+βλDU   [FIT]    (2) 
 
(Note 1) 1oo2: Duplex system (determined as unsafe when one failure occurs) 
(Note 2) 2oo3: Triple system (determined as unsafe when two failures occur) 
(Note 3) PFHG: Average probability of dangerous failure 
(Note 4) λDD: Probability of dangerous detected failure 
(Note 5)  λDU: Probability of dangerous undetected failure 
(Note 6) β: Probability of common cause failure (selected from 2,10, or 20%) 
(Note 7) βD: Probability of detected common cause failure (selected from 1.5, or 10%) 
(Note 8) tCE : Mean time to repair [h] 
 
Regardless of safe or dangerous, the above detected failure can stop the safety-related 
E/E/PES control safely when it occurs. In other words, treating the detected failures in the 
same way as safe failures in safety-related systems, we can define the probability of 
dangerous detected failure / hour (λDD) as zero paying attention only to the “probability of 












tCE+βλDU   [FIT]          (4) 
 
(Note 9) PFHD: Average probability of dangerous undetected failure 
 
The following shows the result of substituting the hardware failure probability of two sets of 
Fuji’s PLC systems (1oo2) having 256 I/O points shown in Table 1 into Formula (3) on the 
assumption that the time required for module replacement or mean time to repair (tCE) is one 
hour. The reason why we have assumed tCE to be one hour is because an average PLC user 
(machine user) has a PLC for replacement as a countermeasure against failures and 











=0.0019208×10-9+20×10-9   [FIT]       (3.1) 
 
(Note 10) β=2%：ISO 13849-1:2006 Annex F.1 
(Note 11) λDU=2,000×(1-0.5)=1,000 [FIT] 
(Note 12) λDU=λ×(1-SFF)：IEC 61508-4:2010 3.6.15 
(Note 13) In the case SFF=50%：IEC 61508-2:2010 Table 3, Hardware fault tolerance=1, 
SIL1 
(Note 14) λ≒1,000×10-9×2 … Table 1 
=2,000×10
-9
… 2 sets 
(Note 15) SFF: Safe Failure Fraction 
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(Note 16) SFF=(λ-λDU)/ λ: IEC 61508-4:2010 3.6.15 
(Note 17) λ=λS+λDD+λDU: IEC 61508-4:2010 3.6.15 
 
As shown above, when the failure probability of an actual PLC is applied, the first term of the 
right-hand side of Formula (3) for safety-related E/E/PES is reduced to approximately 
1/10,000 compared with the second term of the right-hand side, and that of Formula (4) to 
approximately 1/2,300. It is not λDU of individual redundant devices but λDU due to a common 
cause such as electromagnetic noise, design, and device configuration that dominates PFHD 
of safety-related E/E/PESs. 
 
Main factor of Common Cause Failure (CCF) 
As shown in attached Table A, in ISO 13849-1:2006, measures against CFF are scored 
according to the contents for the convenience of standards users. In particular, items 
concerning Electro Magnetic Compatibility (abbreviated as EMC hereafter) account for 40 
points. Other items are related to quality standards required as a product and technical 
requirements that engineers must meet. It is possible to score 65 points or more that the 
standards require as long as measures against EMC are taken. However, to take EMC 
measures requires acquisition of basic electromagnetism theory and know-how acquired by 
experience. Even some PLCs for which third-party safety certification is obtained are on the 
market without sufficient EMC measures. The following describes, using an example, that 
EMC measures are basic technique of electric engineers, and the technique of EMC 
measures and the front loading (sufficiently enhancing the quality at the design stage) 
produce significant results. 
 
Results 
EMC measures in PLC 
The real cause of external noise that leads PLC to malfunction is internal noise current and 
voltage. The internal noise current is generated by electromagnetic induction phenomenon 
resulting from, for example, electrostatic discharge, arc discharge due to interruption of 
electric circuits and unnecessary radio waves, and the internal noise voltage is generated as 
the result of it. Even if a PLC is insulated from the outside by a photocoupler, coils, and shield 
plates, noise current inevitably invades the internal circuits through stray capacitance and 
returns to the noise source. Moreover, noise current, which flows into the circuit network 
inside the printed circuit board through various routs, mostly flows into the power supply and 
the GND pattern with low impedance. In other words, less noise current is superimposed on 
the signal line patterns with high impedance compared with the power supply and the GND 
pattern. If the impedance of the power supply and GND pattern is lowered, the internal noise 
voltage is also lowered. Noise current slightly flowing into the signal lines can be bypassed 
with a capacitor, however, the fundamental problem lies in the design technique of the printed 
circuit board that requires bypass. 
There is a domestic immunity test called square wave impulse noise test (JEMA [The 
Japan Electrical Manufacturers' Association] standards JEM-TR177, 2007), which is not 
specified in EMC international standards (IEC 61000-6-2, 2008). In the PLC industry, the 
rough standard of square noise immunity as a general specification should be as follows: 
1,500 V of square wave noise voltage and 1 ns of square wave noise voltage rise time (Fuji 
Electric Co., Ltd. Catalogue 22B2-J-004, 2013).  
 
Result of EMC measures in PLC 
Table 2 shows square wave noise (Impulse noise) immunity in Fuji’s PLCs of the last four 
generations that have been shipped by now and the return rate obtained by dividing the 
number of returned items supposedly due to malfunction resulting from electromagnetic noise 
divided by the number of items shipped. It is evident that the number of malfunction due to 
electromagnetic noise at customers’ sites is reduced as the impulse noise immunity is 
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improved. The following four PLC generations are shown in Table 2: the former generation 
released in 1982, the first generation in 1985, the second generation in 1990, and the third 
generation in 1998. We have conducted the impulse noise test using a uniform method 
including power supply – ground, power supply – input, and input–output.  
Fig.1 is a correlation chart based on the data of Table 2. It can be confirmed that there is a 
high correlation coefficient of -0.8 between the pulse noise immunity and return rate due to 
malfunction by electromagnetic noise. The result of calculating the exponential approximation 
formula is unique Formula (5) that indicates the return rate due to electromagnetic noise on 
the market (Y) to pulse noise immunity (X). The reason why we regarded Y as the return rate 
is because the failures of the returned items occurred on the customers’ sites and we 






   [ppm]   (R2=0.9256)          (5) 
 
(Note 18)  e: base of natural logarithms 
(Note 19)  ppm: parts per million 
 
Method and criteria of impulse noise test 
Table 3 shows the features of Fuji’s PLCs of each generation. We have conducted the 
impulse noise test using a uniform method including power supply – ground, power supply – 
input, and input–output in the configuration shown in Fig. 2. The acceptability criteria of the 
impulse noise test is that there occurs no CPU runaway, power supply interruption, wrong 
input/output, communication error when noise is applied for more than 10 minutes. These test 
method and criteria are reflected in JEM-TR177 titled Guideline of impulse noise immunity 
test to electrical equipment in industrial environment, as a technical document of Japan 
Electrical Manufacturers' Association (General Incorporated Association). Fig. 3 illustrates the 
features and performance of the impulse noise generator specified in JEM-TR177. 
Discussion 
Device of new PFHD formula for safety-related E/E/PES 
It has already been described that Formulas (1) and (2), which are representative formulas 
in IEC 61508:2010 for calculating the probability of dangerous failure in safety-related 











tCE+βλDU Formula (4) See above. 
 
Here, Formula (5), which has been obtained by the study of Fuji’s returned PLCs supposedly 
due to malfunction by electromagnetic noise, suggests that it is necessary to newly add 
effects of failures due to electromagnetic noise to the entire failure rate of safety-related 
E/E/PESs λ. The reasons why are described below. 
· The entire failure rate of safety-related E/E/PESs λ is the total value of the failure rates of 
individual electronic components comprising a safety-related E/E/PES λp. 
· The failure factor caused by electromagnetic noise is not applied to derivation of individual 
component failure rate λp specified in MIL-HDBK-217F, a standard of electronic component 
failure rate calculation. A formula for calculating λp of IC (Integrated Circuit) is shown in 
Formula (6) as an example. 
 
 λp=(C1・πT+C2・πE)・πQ・πL   [FIT]          (6) 
 
(Note 20) C1: Semiconductor die complexity failure rate (by market result) 
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(Note 21) πT: Temperature factor (by element material and junction temperature)  
(Note 22) C2: Package failure rate (by market result) 
(Note 23) πE: Environment factor (by use environment such as use on land, at sea, in the air 
or in space)  
(Note 24) πQ: Quality factor (by procurement method and temperature screening) 
(Note 25) πL: Learning factor (by number of production years) 
 
In addition to the above fact about the entire failure rate of safety-related E/E/PESs λ, it is 
possible to demonstrate the following with respect to safety-related E/E/PES failure mode due 
to electromagnetic noise and handling of the failure rate. 
· It is impossible to determine whether the failure mode is in the safe side or in the dangerous 
side since the result of safety-related a E/E/PES failure due to electromagnetic noise cannot 
be predicted. 
· Electromagnetic noise is equally applied to the redundant system and diagnosis function to 
cause a failure, which is not guaranteed to be detected. Therefore, the probability of 
safety-related E/E/PES hardware failure due to electromagnetic noise needs to be added to 
probability of dangerous undetected failure λDU. 
From the above consideration, we have devised brand-new Formulas (7) and (8) for 
calculating the probability of dangerous undetected failure of safety-related E/E/PES by 
adding a term of Formula (5) that derives “failure rate in proportion to electromagnetic noise 
















 [ppm], X = Square noise immunity [V]  Formula (5) See above. 
 
(Note 26) λ×Y [FIT] is equivalent to safety-related E/E/PES failure rate due to electromagnetic 
noise that should be added to λDU. 
 
Verification and discussion of formula obtained by adding effects of 
electromagnetic noise to PFHD of safety-related E/E/PES 
Table 4 lists PFHD values and the corresponding SIL levels. The PFHD values are obtained 
by combining λDU≒1,000 [FIT]，λ≒2,000 [FIT], and tCE=1 [h] in a PLC system consisting of 
I/O 256 points with β factor value of 2% specified in ISO 13849-1:2006 Annex F F1 Note, and 
adding the electromagnetic noise immunity. The result of this verification reveals for the first 
time that PLCs having electromagnetic noise immunity of less than 1,500V are not suitable for 
being used as safety-related systems. Furthermore, it also indicates that the impulse noise 
immunity standard of 1,500V obtained by empirical knowledge in the domestic PLC industry 
is correct. 
The Institution of Engineering and Technology, which is abbreviated as the IET, has 
published a variety of documents (IET fact file, 2008, IET guidance, 2013) concerning effects 
of electromagnetic noise on safety-related E/E/PESs and the measures. They suggest 
quantitative measures such as design technique, electrical and physical separation, and 
diversity of the principle and algorithm. Their approach differs from that of the present study 
based on field data. We have confirmed the corelation between the impulse noise immunity 
and failure rate due to electromagnetic noise and developed an idea of introducing the term of 
electromagnetic noise into the PFHD formula, obtaining the result quantitatively showing that 








Study of common cause failure and return rate due to electromagnetic noise 
With regard to derivation of the probability of dangerous failure in redundant and multiple 
protective hardware provided in Functional Safety IEC 61508, 2010, we have confirmed that 
the proportion of individual failure to common cause failure is 1 to 10,000 in one redundant 
system using Fuji’s PLC as a model, suggesting that measures against common cause failure 
enhances safety. Moreover, it has been indicated that there is a high correlation between the 
impulse noise immunity and return rate based on the return rate of Fuji’s PLCs in the field due 
to malfunction by electromagnetic noise. 
 
 
Introduction and discussion of term of electromagnetic noise immunity into PFHD 
We have derived an exponential approximation formula of impulse noise immunity and 
on-site failure probability from Fuji’s seven models. Moreover, we have devised a new 
formula for calculating the probability of dangerous failure by combining the obtained failure 
probability and λDU. Verification of the formula suggests that the impulse noise immunity of 
1,500V obtained by empirical knowledge in the domestic PLC industry is quantitatively 
correct. Furthermore, it can be interpreted that PLCs having impulse noise immunity of less 
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(at the time) 
Before 
1st. 
mini 1982 24.000 260 182 121 800 
First compact size PLC 
which use a 
microcomputer. 
1st. 
F 1985 1.000 482 255 100 1,100 
Large size PLC which use 
Application specific 
integrated circuits (ASICs). 
F2 1989 0.800 482 255 100 1,200 
Models change-over the F 
series. 
2nd. 
FLEX 1990 0.160 435 135 120 1,400 
New generation PLC which 
use high speed internal 
clock. 
F3 1993 0.125 482 255 100 1,500 
Models change-over the F2 
series. 
F3C 1995 0.125 413 130 122 1,700 
Compact size PLC of F3 
capability. 
3rd. SX 1998 0.020 413 105 108 2,200 
World fastest PLC which 




























Table 4: Effects of the noise immunity level to PFHD value and SIL level 
Noise immunity [V] PFHD SIL level Noise immunity [V] PFHD SIL level 
100 6.918×10
-1
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Impulse height : 0～
2,000V±10%
Polarity : Plus and minus
Zo : 50Ω
Repetition cycle : 16ms±10%
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